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Abstract: This paper has based upon result analysis for
PAVD security system. For the experiments, we had
developed a set of 5 sample data files of 100 KB, 200 KB, 300
KB, 400 KB and 500 KB size. The task is to evaluate the
existing PAVD and proposed group based digital signature
PAVD system by these data and in this paper and also
evaluate the upload and download time of Box, Drop box,
Google Drive and Sky Drive. To draw comparison between
PAVD security system and proposed group based digital
signature PAVD system based on the following parameters:
Down- load time, Upload Time, Overheads, Response Time
and Execution time.
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Performance Metrics

The experiments are carried out using MATLAB, JAVA
and common storage as a service cloud providers and the
performance of the proposed system is analyzed using
some evaluation metrics. This section deals with the
detailed description of various performance metrics to
effectively compare the existing PAVD technique and
proposed group based digital signature PAVD system. The
parameters are:

e Upload Time

e Download Time
e Overheads

® Response Time

e Execution time

In our proposed group based digital signature PAVD
system, there is a basic task of data file encryption,
uploading, downloading, and decryption. This process
executes as:
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Figure 1: Data file encryption, Upload, Download, de-
cryption, response time and overheads in RED ovals.
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Figure 1, demonstrates the time taken by the proposed
group based digital signature PAVD system and the
various overheads that are marked RED in the Figure.
These all time measures are detailed in this section as:

1. File Encryption Time (T1): It is time taken to
encrypt the data file of size X and produce an
encrypted file of size Y. We had used AES encryption
algorithm and this algorithm is basically a block
cipher. It requires adding some padding to develop the
blocks. This extra padding is an encryption overhead
and is calculated as:

1)
This overhead is calculated in milli-seconds.
Upload Time (T2): It is the time taken to upload an
encrypted data file of size Y to the cloud. It is
measured in seconds.
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For this metrics, we had taken 2 time instances, 1.The
system time before initiating the upload and 2. The
system time after successful uploading of the data file
on cloud. The difference of these 2 time instance is
the file upload time.

Download Time (T3): It is the time taken to
download a file of size Y from the cloud. It is
calculate similar to that of upload time by considering
the time Instances. This time is calculated in seconds.

@)
File De-cryption Time (T4): It is time taken to
decrypt the data file of size Y and produce a
decrypted file of size X. This time is calculated in
milli-seconds.

Total Execution Time: This is the sum of the time
taken to encrypt, upload, download and decrypt the
data file. It is calculated as:

(4)
Where, T1 is the time taken to encrypt the data file,
T2 is the time taken to upload the data file, T3 is the
time taken to download the data file and T4 is the
time taken to decrypt the data file.
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Response Time: The response time is basically the
sum of the Total Execution time and the other time
overheads. This is calculated by differencing two time
stampings. One is taken before starting the process
and one is taken after successful execution of the task.
It is represented as:

(5)

By this above equation, we had calculated the time
overhead, as:

(6)

RESULT ANALYSIS

For the experiments, we had developed a set of 5 sample
data files of 100 KB, 200 KB, 300 KB, 400 KB and 500
KB size. The task is to evaluate the existing PAVD and
proposed group based digital signature PAVD system by
these data files.

Objective — 1: To evaluate the upload and download
time of Box, Drop box, Google Drive and Sky Drive.
Here, we are going to upload a sample data file of size X
to the cloud and then download that data file in order to
test the performances of various storage as a service
providing cloud services. Table 1 and Figure 2,
demonstrates the time taken by various common storage as
a service providers for uploading of various data files
through their provided portals.

Table 1: Upload time of various common cloud storage

From the Graph in Figure 2, it is depicted that the time
taken by the Drop box is minimal in all the cases while for
the Google Drive it is maximum. The Sky drive is
showing an averaged performance from all the evaluated
cloud storage service providers.

Table 2 and Figure 3, demonstrates the time taken by the
cloud service providers for the file downloading through
their portals as:

Table 2: Download time of various common cloud
storage providers.

File Size Box Sky Drive Drop box %orﬁsée
100KB 3 5 5 6
200KB 4 6 5 6
300KB 6 10 5 7
400KB 6 14 6 8
500KB 10 16 7 10

providers.

File Size Box Sky Drive Drop box %ogg:}e
100KB 7 6 5 8
200KB 9 8 7 15
300KB 10 12 7 20
400KB 11 16 5 20
500KB 12 18 13 22
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Figure 2: Data file uploading time of various common
cloud storage service providers
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From the Graph in Figure 3, it is depicted that the Drop
box had taken minimal file download time for high sized
data files that other evaluated storage services. The Sky
drive had taken maximal download time for all types of
files. Whereas the Box had shown best performance for
the downloading of the data files of smaller size.
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Figure 3: Data file downloading time of various
common cloud storage service providers

Objective — 2: To improve the PAVD security system
by using the group based digital signature in cloud
environment.

For the improvement of the existing PAVD system, we
had added the AES encryption for the data file which are
to be uploaded and the key exchange is carried out using
Diffie-Hellman key exchange algorithm, which leads to
enhanced security in proposed group based digital
signature PAVD.
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Table 3: Various Time measure of proposed group signature based PAVD System

Encryption

Dgta Time (Milli- U'ploading D_ownload De-cry_pt_ion Time E_xecution R_esponse Overhead | Overhead

File Sec) Time (Sec) Time (Sec) (Milli-Sec) Time (Sec) Time (Sec) s (Sec) s (KB)
100 KB 44 3.54 3.138 144 6.866 12.773 5.907 1
200 KB 52 3.72 3.426 210 7.408 13.25 5.842 16
300 KB 144 482 5.534 222 10.72 15.99 5.27 16
400 KB 186 6.27 6.088 268 12.812 19.23 6.418 15
500 KB 216 7.02 6.52 312 14.068 20.368 6.3 15

Objective — 3: The group based signature also provides
freedom to group members to send and receive data

directly to manager which will reduce the
authentication overhead.
For the group based signature it will reduce the

authentication overheads because intermediated directly
send the data on cloud. There are many no. of member and
they do not directly communicate to cloud. If they directly
communicate to cloud the authentication overheads will
increase and cloud is too many time busy that’s why the
member’s send and receive data to manager and only
manger communicate to cloud. So, this senior the
authentication overheads will reduced and also enhanced
the security.

Objective — 4. To draw comparison between PAVD
security system and proposed group based digital
signature PAVD system based on the following
parameters: Download time, Upload Time, Overheads,
Response Time and Execution time.

Table 3, demonstrates various time measure taken to test
the performance of the proposed group signature based
PAVD system. This measure defines about the
performance of various sub processes that are carried out
as sub-parts to accomplish the final goal of group
signature based PAVD. The encryption time, uploading
time, downloading time, de-cryption time, total execution
time, response time, overheads in file size after encryption
and overheads in time had been shown as:

Table 4, represents the uploading and downloading time of
the existing PAVD system proposed
by[ReferenceTOPAVD] in seconds for the data files of
various sizes of 100 KB, 200 KB, 300 KB, 400 KB and
500 KB. These results are directly taken from
[ReferenceToPAVD], and added up to get the response
time of the existing system.

Table 4: Upload and Download times of Existing

PAVD approach
Data Size .l#i%(;a(dsi:cg) TDi(,’]‘qun('gsg Resp(()gss)Time
100 KB 6 5 1
200 KB 12 ’ 18
300 KB 16 n 27
400 KB 21 15 %6
500 KB 26 19 45

Table 3, shows the performance of the proposed group
based PAVD system and the Table 4, shows the
performance of the existing PAVD system in terms of
Upload, download and Response Time. Figure 4, shows
the performance enhancement in data file uploading time
as:
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Figure 4: Comparison of Data File upload time of
existing PAVD and proposed PAVD

From the Graph in Figure 4, it is depicted that the
uploading time of the proposed group based PAVD system
is far less than the existing PAVD system. On more
visualization is that the uploading time is increased with
data file sample size in fewer propositions to its size.
Figure 5, demonstrates the comparison of the download
time of the existing PAVD and the proposed group
signature based PAVD system as:
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Figure 5: Comparison of Data File download time of
existing PAVD and proposed PAVD

19




Rakesh Kumar | IJCSET(www.ijcset.net) | 2020 | Volume 10, 17-20

From the Graph in Figure 5, it clearly depicts that the
download time of the sample data files in case of proposed
group signature based PAVD system is far less than
existing PAVD System. Figure 6, demonstrates the
comparison of the response time of the proposed group
signature based PAVD and the existing PAVD system as:
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Figure 6: Comparison of the response time of existing
PAVD and Proposed PAVD

From the Graph in Figure 6, it is depicting that the
response time of the proposed group signature based
PAVD system is less than that of existing PAVD system,
which proves the better working and more reliable
proposed system. PAVD is performing better for the
smaller files, but for the medium sized files, the group
based system is performing better.

CONCLUSION AND FUTURE SCOPE

Cloud Computing refers to both the applications delivered
as services over the Internet and the hardware and systems
software in the data centers that provide those services and
from huge number of applications, number of systems for
secure data transmission have been proposed in recent
years. In this work, we had ex- tended one of the existing
technique called PAVD to group signature based PAVD.
A protocol in which the group digital signature is
generated using the strong RSA algorithm. In this method
the freedom of the member is sacrificed by sending the
message through the group manager. From experiments,
the extended technique is working better than available
PAVD technique. This research has offered a new
framework which is based on group based signature to
reduce communication overheads in PAVD security
system. The group based signature will enhance the data
storage and also provide the freedom to group member to
send and receive data directly which will re- duce the
authentication overheads. The overall objective of this
paper is to offer a PAVD security system which is based
upon Group based signature to reduce login overheads. In
near future we will design and implements proposed
technique in MATLAB Tool with the help of MATLAB
Tool Box also to use some quality measure to evaluate the
effectiveness of the proposed technique.
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FUTURE SCOPE

In future this protocol will be re-modified with members
freedom to send and receive the data directly in the cloud
but at the same time, we have to keep in mind that
traceability of user by the group manager must be
maintained. Moreover, other Key exchange, Encryption
algorithm can also be applied for enhanced security and
better offloading of the data.
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